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Section 5 – Using Risk Management
Tools
What This Section Does
There is a set of generic risk management tools that are in inherent part of developing and effectively using IRM. They
will look different depending on design and the degree to which you want to create your own look. This Section
reviews the basic tools and makes some recommendations about how to get the most out of each step. The following
forms and processes will be discussed here:
§
§
§
§
§

Risk Assessments: identifying and assessing your risks
Risk Tolerance and Appetite
Evaluating Risks: risk ranking and models for decision-making
Risk Priorization
Report Formats

Certain Maxims About Process
A consistent theme of this Manual is that you do not start IRM unless you are going to finish the process and sustain
it within your organization. Of course, you can bail out at any time if it does not work for you. That is a business
decision with attendant consequences. However, in moving forward an IRM agenda, the following steps have to be
seen as more than just forms to fill out. In fact, the forms and charts presented are merely possible examples. You
can adapt the basic steps to meet your needs and to the degree that you want a Made-in-My-Neighbourhood look
and feel. However, the message here is deeper than that. Each step is an integral part of the process. Just as the
Canadian Standards Association 1997 Risk Management Guidelines for Decision Makers points out, the steps, with
whatever name works for you, are pretty clear. What is absolutely necessary is that each step be accompanied by
decision-making, validation and evaluation to make sure that you got it right enough (note that enough – perfection is
for angels, not mere mortals) to stand by it and go on. Many organizations report that they did not get their first
steps right and either repeated them within the cycle, started the cycle all over again or were wiser the next time.
Creating and inculcating IRM into your organizational culture means accepting that the individual effort of the moment
may not get you where want to go. Direction and flow are important here.
The next maxim is that this process requires two-way if not multi-party communication throughout to work. This
means that senior managers have to feed back and guide the process. Particularly at the outset, many organizations
make the mistake of seeing the process of strictly a bottoms-up, democratic one or one that will use staff experts in
audit, finance or planning (all good people and needed in the process). Both of these speak to a certain managerial
style best characterized as: “Go out and get me some.” rather “Let’s build this together.” Take note of this where
stakeholders, those in governance roles and the public are involved. Two-way communications means that, at each
step in the process, senior managers have to feed back to participants a number of messages:
§
We have gathered your views and advice and are going to now bring the many perspectives into one place:
you will hear back from us shortly,
§
We see the priority issues as the following and intend to address them
§
We see those risks you identified as being handled by current control systems adequately. We will monitor
them, but not take any further action
§
We have set the following parameters and tolerances to help you and ourselves start to address our
priority issues.
Mostly, however, two-way communication takes the form of those invited into the process to hear and to be heard at
each step in it.
What does this mean for the management of the IRM implementation process and these steps which follow? Simply,
as was pointed out in the previous Section, this is not a free floating enterprise. Rather, it requires focused
management that recognizes that there are risks in risk management. The explicit application of the simple formula of
risk assessment, setting tolerances, evaluating risks, managing and monitoring risk also entails, at each step the
evaluation of the results, feedback and correction, decision to move forward.

Risk Assessment
Perhaps the going-in maxim about IRM and risk assessment is, do this right, but do not get stuck here. Often one will
find risk assessment attached to strategic planning documents or reports, plugged in as if an afterthought, perhaps
serving some due diligence requirement or some maxim from on high that “ We will do risk here.”
Regardless of the process of risk assessment that you follow, you will need to adopt some common practices and
guidelines. Some of the most salient are:
Seek out a variety of sources for risk identification, most notably seeking out views from unorthodox
viewpoints about your business or organization. In other words, avoid the dangers of samethink.
§
Make sure that those whose views are sought understand what you mean by risks. This will avoid those
being involved simply bringing known issues to the table or importing their particular baggage, although that
is pretty hard to avoid. After all, if you ask someone’s opinion, you
will probably get it whether you really want it or not.
Idea Source: Remember,
§
Remember, you are harvesting ideas. Do not panic. Do not rush to
research clearly shows that
judgement. Make it clear to those consulted that the ultimate
the vast majority of
decision about the assessment of a risk and whatever, if any,
systems failures arise
mitigation strategy you put in place will be made by those
through human and
responsible for running the organization. This is not a voting
organizational problems,
matter, although intensity of feedback and frequency of
identification is certainly material.
not technical ones.
§
Understand that there are important psychological factors at play
as people identify risks and their relative probability and importance. For instance, there is a well established
tendency for people to identify risks similar to events that have recently occurred. Equally true is the fact
that people will minimize real risks as improbable simply because they happen infrequently. For instance,
many people will identify the possibility of terrorism as high, even though it is modest if not inconsequential
for most while they will minimize the possibility of being injured in a car
Idea Source: “The biggest
accident, something that is statistically much higher than having an airplane fly
challenge you will have is
in through your window. The bottom line is to drive the identification process
convincing risk
to those risks that are:
management experts that
o Evidence-based
o Relevant to the business you are in, and
they have emotions?
o Within the scope of the organizations competencies and capabilities.
§
Risk and risk assessment, in spite of all that is displayed here is a matter of
educated guess-work that can be highly distorted by emotions and bias. This makes it quite like the rest of
life, right?
§
Gathering and identifying risks often stimulate a rush to assigning relative values to them and getting into
mitigation too quickly. Of course, an imminent danger is an imminent danger. However, many managers
want to fix things and good for them. Put on the brakes unless you want to shut off further input.
§
In a similar vein, seeking input about risks means shutting up, at least for a while, so that those providing
input are not cut off with something like “Well, you just don’t understand.” or “We have systems in place
to take care of that.” The later is known as the Titanic rule: we have watertight compartments and are
perfectly safe.
§

What are the best ways to develop risk landscapes? The following is a representative list of the kinds of activities that
will do this for you. At the end of the day, the risk identification process has to be sustainable and consistent. If it is
done once and not to be repeated or left in that organizational limbo known as ‘under further consideration’, do not
bother to start. Of course, it can be modified over time, adjusted to take into account what you learned along the
way. For instance, there remains considerable debate about the notion of gathering all organizational managers in a
room and undertaking a risk identification process. On the one hand, it does bring everyone face-to-face and gets
them to use a common tool, such as the Risk Assessment form below. It also encourages group discussion.
Reporting out, however, takes considerable facilitation. There is also a common tendency in such large settings
towards the great common view of the world without appropriate push-back or demand for evidence to support the
identified risks. Treated, however, as a significant but not conclusive input to the process, this can work. All eggs in
one basket rules apply.
Here are some of the ways that organizations develop risk identification inventories:
§
§
§

Annual general meetings of managers and staff, with the conditional notes above taken into account,
Client, supplier, customer survey or consultations,
Stakeholder consultations,

§
§
§
§
§

For those organizations with internal risk management expertise such as a CRO, individual interviews,
Seeking external advice such as consultants, experts or key industry or government observers.
Risk surveys, using an adaptation of the tools below,
Using your strategic planning process to introduce an organizational risk identification phase.
Harvest information from your existing risk control and mitigation systems and identify trends. Some of
these are:
Idea Source: Completeness Counts:
o Financial variance reports: are there consistent trends that
“Completeness in risk or event
clearly point to an underlying risk?
o Post-incident trends reporting: are there common features
identification is critical. Risks and
of incident response, e.g. increased injuries using specific
events left unidentified are
equipment, that form an important pattern,
excluded from further analysis.
o Have a look back at your accident and ill-health records –
Unidentified risks represent
these often help to identify the less obvious hazards.
unidentified opportunities. Strategic
o Remember to think about long-term hazards to health (e.g.,
risks should be explicitly identified
high levels of noise or exposure to harmful substances) as
even and some would say
well as safety hazards.
especially) if they are apparently
o Audit results, especially those involving the operational
outside the control of the entity.” element: too many organizations fail to use these in an
integrated way, linking many audits over time to see
Practical Guidance: Seven Steps to
patterns.
Effective Enterprise Risk
o Look at key management indicators for trends. For example,
Management, The Paisley Group
is there an increase in mid-career departures that indicates
corporate raiding, workplace issues or failure to attract the
best.
o Compare performance against key industry standards. Is your organization performing well or
not? Is the pattern consistent over time. Are you happy being number 4?

Risk Assessment Form
Sources of risk

Nature and Evidence
of Risk

Who or What is
Being Affected?

People in the Organization
Management
Occupational health and
safety
Economic
Legal
Political
Property and equipment
Environmental
Financial/market
Natural events
Internal Operations
Suppliers
Outsourced Partners
Reputation
Adequacy of Controls

What You Need to Think About When Using the Process
This is not the one risk identification form. It is merely an example of the kinds of forms you can for risk identification
exercise. You can always create your own or you can adopt a more randomized process. Some will argue that any
kind of category will limit input. While that it is true, categories force people to think about risks in those areas. In
other words, they can serve as a kind of prompt.
With respect to the categories, select your own. Some of the ones listed here, all of which come from the risk source
map in Section 2, Building the Business Case, will remain fairly constant in any organization. Therefore, you
would expect to find some variant on such matters as financial risks, safety, people, etc. Some organization will, over
time, develop more precise areas of concern, e.g. customer response and loyalty, staff commitment, cost of
borrowing/equity market stability
Making Risk Assessments Real
What are the constraints to getting good risk identification? There are many, actually, and they come from quite
different sources. Perhaps the first is a resistance to identifying a risk as it will be seen as a criticism of the
organization or put it in a defensive posture. This is where good training and consistent management pay off.
Increasingly organizations in both the private and public sectors are learning that

Idea Source: Don’t give the bosses
a set of risks that they cannot
possibly do anything about.

dealing with client dissatisfaction is the way to improve delivery. Denial is the first sure step to towards organizational
failure.
Another important, and somewhat contradictory element of good risk identification has to be the demand for
evidence that there is a real risk to the organization’s goals and that the risk is one that needs to be realistically
addressed by the organization. In simple terms, a risk is not a risk just because someone has a hunch or a feeling
about it. These play their role in managing organizations, but not in IRM. It can be argued, however, that the obverse
of this is equally problematic: acknowledging only risk s with hard data, preferably financial information. There is a
middle ground and you need to sort out in advance what good evidence would look like before engaging in a
harvesting exercise. The best gong-in approach is to ask for whatever evidence that a risk exists and that it will have
an impact on the organization or its customers or clients. For instance, at a recent conference of front-line managers
in a first responder organization, several tables involved in risk identification chose climate change as a risk to the
organization. This is a good example of a highly generalized phenomenon that is so pervasive that you wonder what
one organization can do anything about it. The challenge for the facilitator in this case was to send the topic back
(remember that issue mentioned at the beginning of this section) with a request that the participants focus not on
climate change as a global threat but as a threat to the functioning of their organization and show what evidence was
emerging, even anecdotally, that would merit it going forward. Rising to the occasion, the participants did provide
some hard evidence of long summers, drier fields, water sourcing issues. Some of these were already in evidence.
Some were potential risks that would have an impact on future infrastructure issues such as water storage and
availability and burn testing. That group got sent to the bar first for good and precise evidence directly related to
their organization.
The final way to make risk assessments real is to ensure that those providing the input get some form of feedback
from senior management and those involved in managing the process. It would be fatal to the overall sustainability of
the IRM implementation if, at this point, a senior persons gets up and makes decisions about who is right and who is
wrong. They have to show that they are willing to move forward with what they have been given. They should not
accept all the assessments, but rather say that these are part of the process. Where they see real problematic issues
that may not be risks, but reflect some internal problems or conflicts, they are going to have move these off the plate.
Where they see real ‘ahas’, special note needs to be made of these. They should focus on how the assessments will
be moved to the next stage – ranking and evaluation.

Checklist: Warning Sings:
Is Your Risk Identification Process Giving You the Best Results?
Here are some things to look for that tell you that the process you have is not really working in terms of being
thorough or actually getting to the risks you need to address:
o Paint Drying: The results are predictable.
o Same old, same old: You are hearing the same discussions that have been going on within the
organization for years.
o Right risks, wrong decade: Your risks smack of yesterday’s problems and ways of thinking.
o Symptoms of availability bias: this is a term that means that people will tend to estimate risks and
their impact based on readily available examples such as found in the media without actually knowing
how serious the risk actually is to the organization itself. If you see a series of unusually events listed as
risks, check last night’s news.
o Small sample, big problem: While similar to the availability bias, this one is evidenced when people
will use a small number of events to project a risk as larger in scale or universally applicable when it is
an isolated incident or its recurrence is not material.
o The Fix is Already In: Risks are identified that are already in an existing plan or for which mitigation
strategies or controls are already in place. This can also be a sign that the process did not adequately
inform the participants of the current situation within the organization.
o Unforseeable foreseeables: The input of risks is so vague that it cannot possibly be used, predicted,
evaluated or even believed at times. You have to be careful here as there are low probability/high
impact events that demand emergency and disaster planning that slip into this category. Yes, sometime
an asteroid will hit earth. Where does fit with your business plan. On the other hand, an avian flu-type
epidemic just may.
o We’re Just Fine, Everything Else is Down the Tubes: Risks are identified elsewhere in the
organizations broader universe but not at home, leading to a massive transfer of risk and no take-up of
responsibility internally. That suggest a bias that declines effective internal review.

Risk Ranking and Evaluation
This portion of the Section will address three elements:
§
§
§

Setting risk tolerances
Risk evaluation formats
Risk mapping

Risk Tolerances and Risk Appetite
This is an important section of the entire use of risk management tools. It is difficult to know where to place it as the
concept of risk tolerance and its sidekick risk appetite is woven throughout the entire IRM process. How an
organization views risk will vary from a risk seeking organization with a high risk appetite to a totally risk averse one
with no risk appetite. Neither exist much in the real world as there things like trade-offs and reality that intervene at
both demands limiting the scope of risk but also creating the absolute need to take risks. However, organizations that
tend towards less risk will have accompanying tolerances that are different than those seeking risks.
The placement of this discussion is also important in that it is important to convey that organization set their risk
tolerances in a complex and dynamic way. In fact, all organizations have an understanding of what they can do, get
away with, would invest in, would establish a new program area in – all of which are part of risk tolerances. As well,
risk tolerances are often just given to the organization in the form of regulations which set limits for various activities,
in the form of credit limits which permit only such much draw-down before a further business review or in the form
of a budget variance limit that would require a review of spending patterns in an assigned budget. These are all forms
of risk tolerances inherent I the day to day management of organizations.
The final codicil is that risk tolerances will seldom appear in one place at one time. One of the real benefits of IRM is
that it can build a risk tolerance grid, over time and with experimentation, that actually focuses on the principle risk
tolerances that the organization needs to manage its array of risks.
What is Risk Tolerance?
Very simply, risk tolerance is the degree of risk that an organization is will to tolerate in a given situation. To be more
precise in the context of IRM, risk tolerance is a measure or set of guidelines that provide direction to the
organization about when a particular risk moves from being at one level of concern to another. These can be stated
as part of the overall risk framework, but must be linked to key organizational objectives. You do not establish
tolerances without some reference to the impact on the organization. It is therefore essential that the establishment
of risk tolerances be seen as part of the leadership function of the organization.

How Do You Establish Risk Tolerances?

Idea Source: User Warning:
You are entering the land of
disclosure – be prepared
and use your smarts in the
process.

The mechanics of establishing level of risk, be it called risk tolerance or risk appetite,
might be seen as fairly straightforward. It requires a number of specific steps:
§
Creating and adopting a common grid of tolerance levels,
§
Developing a grid of risk areas that you apply the levels to, and
§
Creating processes that populate the matrix with meaningful information that will guide the organization.
That all sounds simple, but it is not. First, creating risk tolerances exposes the unspoken rules and values that govern
how organizations function. Further, this will require, in some cases, a level of precision that will make many
uncomfortable. Finally, there is the danger of public exposure of such a grid and its inevitable misinterpretation by
stakeholders and the media. However, it has been done and published. The world continues to turn for those
organizations.
Creating a Common Grid
This Manual does not offer a pre-burned set of forms. Many good examples abound of risk tolerance grids. The
number of levels you choose is a matter of organizational preference. What is important in terms of guidance to staff,
your participants in the IRM process and, inevitably, the public is that a good effort be made to define and distinguish
the various level. This is not easy. Here is a good example of a grid definition coming from the university section,
specifically, the University of Alberta.

University of Alberta Risk Tolerance Grid with Definitions

The success of the University is a result of effectively managing key drivers of value, which in turn support
the key strategic initiatives outlined in the 2002-2006 Strategic Business Plan. The University accepts an
element of risk in almost every activity it undertakes. The critical question in establishing the University’s
risk appetite is “How willing is the University to accept risk related to each key value driver?” This in turn
can be expressed in terms of a continuum.
Assessment
High Risk
Appetite
5

Description
The University accepts opportunities that have an inherent high risk that may result in
reputation damage, financial loss or exposure, major breakdown in information system
or information integrity, significant incidents(s) of regulatory non-compliance, potential
risk of injury to staff and students.

Moderate
The University is willing to accept risks that may result in reputation damage, financial
Risk Appetite loss or exposure, major breakdown in information system or information integrity,
4
significant incidents(s) of regulatory non-compliance, potential risk of injury to staff and
students.
Modest Risk The University is willing to accept some risks in certain circumstances that may result in
Appetite
reputation damage, financial loss or exposure, major breakdown in information system
3
or information integrity, significant incidents(s) of regulatory non-compliance, potential
risk of injury to staff and students.
Low Risk
Appetite
2

The University is not willing to accept risks in most circumstances that may result in
reputation damage, financial loss or exposure, major breakdown in information system
or information integrity, significant incidents(s) of regulatory non-compliance, potential
risk of injury to staff and students.

Zero Risk
Appetite
1

The University is not willing to accept risks under any circumstances that may result in
reputation damage, financial loss or exposure, major breakdown in information system
or information integrity, significant incidents(s) of regulatory non-compliance, potential
risk of injury to staff and students.

Things to Note from this Example
There is a good effort to draw distinctions, but, like all gradients, the middle can get mushy. What is the difference
between accepting some risk and accepting risk? That will require some further refinement.
However, the definitions do move clearly towards both extremes and are nicely focused on key elements of this sort
of enterprise.
Note the use of colours. Be careful here. One simple question is why is the least acceptable kind of risk do often red?
The easy answer is that red denotes danger. The problem with that is that is also ensures a preoccupation with the
red parts and not the others.
Developing a Grid of Risk Areas
Here you have a number of choices. You can:
§
Establish your areas based on key organizational objectives,
§
Use specified risk areas arising from your risk assessment process, or
§
You can focus on key client, input, or results areas

Using Key Organization Objectives
The fundamental basis of IRM is that it is about events or circumstances that can happen that will affect you achieving
your goals. Therefore, there is one track of logic that suggests that risk tolerances should be set with the goals in
mind and that individual risks then be rated against this direction. This can be done using language of appetitive such
as above or language of tolerance. To simply illustrate another methodology, the tolerance scale below is being used.
An example of such a list could be:

Risk Tolerances Related to Organizational Objectives
Note: This is not taken from any organization in particular, but is an example of the kind of language that had
appeared in a number of examples.
No Tolerance

Serious
Concern

Moderate
Concern

General
Tolerance

Highest
Tolerance

Financial
Stability

Oversight
concern for
financial
integrity
Budget
overshot
Credit ratings
downgraded

Financial
statements
subject to
strong audit
comment
Not within
budget
Threats to
credit rating

Audit
comments on
financial
reports
Budget
pressures
appearing

Financial
Reporting
Sound
Positive audit
reports
Within budget

Sound Balance
Sheet
Within Budget
Strong credit
rating

Staff
Engagement

Major staff
moral and
commitment
now a
persistent
pattern.
Attrition is so
great that
replacements
cannot be
found and turn
away offers.
Grievances
preoccupy the
organization
and threaten
to move into
arbitration and
external
review.

Staff moral
showing a
strong
downward
trend over
many months
Attrition
generally
across the
organization
creating
operational
pressure
Grievances
are increasing
and more
pervasive.

Staff surveys
report staff
concern about
their
alignment to
organizational
goals
Attrition
increasing, but
in isolated
areas.
Grievances
show an
increasing
pattern.

Staff
commitment
reported
positive
Attrition
within
acceptable and
replaceable
range
Grievances
occurring but
not in large
numbers

Staff report
high level of
commitment
to work –
multi-year
pattern
Very low level
of attrition
Low level of
internal
grievances

Client
Satisfaction

Client
satisfaction
becomes
chronic,
downward
over four
months.
Complaint
responses are
generating
multiple
complaints.

Client
satisfaction
trends down
over two
months.
Backlog of
complaints
and internal
responses are
slowing.
No aggregate
learning from

Client
satisfaction is
stable, but not
high.
Response to
problems is
more of a
complaints
function, itself
subject to
complaints.

Client
satisfaction
rising over the
past several
months.
Response
times
adequate.
Some
reporting of
problems as a
learning tool.

Client
satisfaction
high over
time.
Rapid and
positive
response to
specific
problems that
arise. Treated
as a positive
learning tool.

complaints.
Safety

AFSR 20%
below
standard.

AFSR 10%
below
standard.

AFSR at
standard

AFSR 25%
above
standard.

Accident
frequency and
severity rates
(AFSR) 50%
above
standard.

Reputation and
Reliability

Negative
mention in
national and
provincial
media.

Negative
mention in
provincial
media.

No references
of either
positive or
negative
nature.

Positive
reference in
provincial
media

Positive
reference in
national and
provincial
media.
Number of
industry
awards.

Quality Service
Indices

Meets 50% of
established
indices

Meets 60% of
established
indices

Meets 70%

Meetings 80%

Meetings 95%
of established
indices

Things to Note from this Chart
You can and will need a mix of quantitative and non-quantitative indicators. Do not rush to numbers if they do not
exist. They may develop over time. It is wise to seek out external standards, such as the quality service indices above.
These would be derived from some form of industry-based association, benchmarking or comparative standards, e.g.
performance across various governments.
Populate the Matrix with Meaningful Information
Most CROs (that’s Chief Risk Officer) will tell you that risk tolerance chart or matrices are not built in a day.
Further, getting them right, even when there are available measures takes some time. Finally, they are absolutely
necessary in some form in IRM, but how and when they are communicated is tricky. Why are they so important? It
would be impossible to reasonably create any sense of priority of risks without a notion of what risk the organization
is ready to tolerate. Further, setting priorities is where the rubber hits the road in terms of organizational leadership
of the IRM process. Ultimately, those who have worked in this area will tell you that it is an iterative process that
involves a mix of science, art and informed guesswork. They will also tell you that once you have establish a form of
risk tolerance matrix, you will have to periodically update it.
The following are important sources of defining risk tolerances:
Use What You Have Already
§

§

§

Financial information from both the budgeting/planning side and the actual performance side. This is rich
source of information already in a format that provides important triggers for action. Such areas with
existing financial practices that are useful are:
o Variance of expenditure over budget
o Variance of revenue over plan
o Major cost shifts in vital input factors, e.g. furl costs
o Credit costs, availability and draw-down relative to overall worth.
o Payment and related control errors.
Operational information reports, such as:
o Sales over plan
o Production over plan
o Incidents relative to anticipated results
o Time lost in shit-down or repairs
o Systems support performance
Safety information
o Accidents relative to previous period or industry standard
o Reports of sick leave resulting from accidents

§

o Systems failures, frequency, cost and duration
Quality Information: Most organizations have some form of quality control system in place. The use of this
information is ideal in settings reasonable tolerances for risk. In fact, it plugs in rather well and has proven
to be the capstone of the use of such efforts.

Mention has already been made of controls within the financial systems. In fact, there are controls throughout the
organization. These essentially are gates of performance that, once passed, call for great scrutiny and supervision of
the transaction. That is the essence of a risk tolerance entrenched within the organization and should be a good
starting point.
Seek Out Industry Standards
If you like, go ahead a reinvent a wheel that is already well designed and used elsewhere. There are a myriad of ways
to reach outside the organization, but still find relevant risk tolerance information that would guide setting yours
within the organization. Time and space does not permit a proper listing as there are so many, but here are some:
§
§
§

Established benchmarking systems with comparable companies or governments,
Industry-led associations that research and set performance standards,
Accounting and financial management national and international standard setting organizations.

Anything that can stand close scrutiny, i.e., the public, media or lawyers, and reasonably defend why a certain risk
tolerance was established may prove to be useful in this area.
Trial and Error
Sometimes organizations have a hard time setting a risk tolerance that can be used within the organization to guide
staff and allocate resources, but also be sufficiently robust to meet the ‘explain that to a bunch of angry stakeholders’
test. This is true in spades in public sector organizations where political masters and critics are involved. Given that,
in this context, that the language of risk is so foreign, adding that of risk tolerances is really challenging. It can be
done, but takes a hard data approach. What one then has to do for the soft risk issues is exercise considerable
judgement. This will take time and deliberation. It is also the point at which the role of senior management becomes
crucial. It has been described by more than one leader in both government and business as the talking-out side of risk
tolerances. Seldom in these areas is the issue of setting a numerical risk tolerance with nicely balanced alternatives.
Rather, it is one of identifying what conditions would lead the organization to re-open its controls, engage more
actively or even turn to emergency response type techniques. Therefore, senior management will need to discuss out
its risk tolerances and ensure that direction is provided.
The trial and error methods applies equally and just as importantly to risk appetite. In fact, they are two sides of the
same coin. Risk tolerances and so much of IRM is seen as purely defensive and it is. However, risks also represent
opportunities for organizations. How risk appetite is sustained in the face of many threats is a concern.
A final point on the trial and error element of setting risk tolerances. Senior management will set its risk tolerances
whether it does so in a conscious manner or not. They will be set behaviourally. In a well run organization, there is an
alignment between the stated intentions about risk and actual actions that are taken. .
Risk Evaluation Formats
Risk evaluation is the point in the process when data meets feelings. Organizations need not simply to identify risks in
a systematic way, but then to start to build information about them. In doing so, the following questions need to be
addresses:
§
§
§
§
§

What are risks?
Who or what might be harmed and how?
What are we doing already to address this kind of risk?
What else has to be done?
How should this be put in place and by whom?

Forms take many shapes and sizes. However, here is a fairly generic approach to take either in group activities or on
an individual basis. Note that the key thing here is to gather information and relevance in order to make decisions.

Risk Evaluation
Identified Risk

Existing Control
Measures

Likelihood of Risk
Occurring

Consequences

Degree of
Severity for the
Organization

Risk 1

Risk 2

Risk 3

Risk 4

What to Note about this Form
The initial step of risk identification now has to move to great precision. As noted above, most organizations act on
perceived risks already. Sometimes they do simply as a matter of prudence or past practice. However, there will be
some element of control in place, even if it is a basic as having locks on the doors! That is why the second column as
part of the process is so important. Chicken Little had a good day running around, but in the end organizations
cannot afford to have risks out there that either engender panic or create immense legal or political liabilities.
Therefore, the risks have to be refined and brought down to a sizable few of real significance.
There is one very important qualifier to that statement, however. Controls may not prove adequate for a number of
reasons and these need to be considered, especially in an IRM process. Controls can provide considerable and
generally justifiable comfort to organizations. They also shield the organization from an accusation that they have not
done enough to combat clearly evident risks. However, controls may be inadequate for a number of reasons:
§
Controls may have been put in place a long time ago and fail to respond to current risks, e.g. level of
financial liability in the event of injury,
§
Controls may be taken for granted and not appropriately tested, e.g. alarm systems and firewalls,
§
Controls may not actually be in use, e.g. the frequent over-ride of pre-set cheque limits for local
authorization may speed up individual transactions, but also destroy the control,
§
The risk may have evolved into a different life form: talk to your IT people about that one.
§
The control is pro forma but not really part of an active control system, e.g. there may be an emergency
plant on the shelf, but when was the last time it was tested or even table topped?
The last three columns move us very close to Risk Mapping which we will discuss shortly. However, in the evaluative
phase, you are not looking for simple numbers of categories. In fact, you will do that with the risk mapping. What you
are looking for is evidence, information or signals. Certainly, where measurements are possible, e.g. stress levels on
structural concrete on highway overpasses and their behaviour over time, this is very useful. The objective of the
evaluative phase is to ensure that the organization develops a robust understanding of the risks it faces, works from

as much information as it can and also ensures that its existing controls can play a positive role in the mitigation
process.
Analysis and Evaluation
It is at this point that some analysis of all this input has to take place. It also has to be challenged and sorted relative
to corporate priorities and business plans.
Setting Priorities: Risk Mapping and Decision-Making
This section will deal with how you arrive at a set of risks with priorities in order to develop mitigation strategies for
those that demand your attention and ensure that you have adequate controls and monitoring of lower level less
likely risks. To this stage, you have identified and evaluated the risks. In all probability you have a wealth of
information, so much that you could not possibly present this to senior management for decision-making or use it all
in reporting to your board or governing authority. Some sorting has to take place. In doing so, it is important to keep
in mind that risks are defined by two axes: probability and impact. Normally, risk maps are constructed using these
two axes. They are important part of the process for they begin to set in place a collective understanding of the risk
landscape as a whole. At its simplest, this mapping process will produce four quadrants, each of which has unique
characteristics.
Here is a simple quadrant map that is simple and very clear:

More will be said about overall mitigation strategies in the next Section. However, once you start to populate this
grid, it becomes a very fertile tool for setting priorities and for focusing on those issues that demand attention. The
process for this arises from all the work that has flowed from the risk identification and evaluation process. The
degree of specificity will depend on the work that the organization does. As the objectives of the organization may
involve a high degree of complexity, you may wish to have a risk grid that is itself more complex. Perhaps the most
common format that one sees is a variation on one of the following.

Risk Assessment Matrix 1
HAZARD PROBABILITY

SEVERITY

Catastrophic I

Frequent

Likely

Occasional

Seldom

Unlikely

A

B

C

D

E

Extremely
High

Critical

II

Marginal

III

H

Negligible

IV

M

M

High
Medium

M

Low

  

Using  a  matrix  such  as  this  may  create  problems  with  language.  Many  will  react  to  terms  such  as  hazard  
and  catastrophic.  The  term  hazard  is  often  used  as  the  equivalent  of  risk,  especially  where  there  are  many  
environmental  or  safety  elements  to  the  work.  It  does,  however,  restrict  the  scope  of  risk  analysis  to  those  
areas.  Of  course,  catastrophic  is  a  term  that  indicates  extreme  risk  if  not  more.  Its  use  would  require  some  
very  firm  notions  of  what  is  meant  by  that  
  
The  advantages  of  a  risk  matrix  like,  even  if  one  were  to  modify  the  language,  is  that  it  does  not  look  like  
standards  matrices,  such  as  we  see  in  Risk  Assessment  Matrix  2.  By  this  is  meant  that  the  standards  colour  
scheme  is  avoided  and  the  place  of  Extremely  High    is  almost  counterintuitive.  In  some  respects,  this  softens  
the  visual  impact  without  taking  away  from  the  analytical  quality.  This  is  a  judgement  call.    
  
Take  a  look  at  the  more  standard  display  of  risks  in  the  following  matrix:  

Risk Assessment Matrix 2

In this example from the City of Winnipeg, we have a more commonly found, but nonetheless effective, colour
display. Note the legend that defines the risk levels and indicates what sort of managerial attention is needed for each
level. Note also that the number of gradations or squares has increased from the previous example. Once again, all
this will depend on the organization and how it anticipates using these grids. There is little question that this chart is
more of an attention getter than the previous one. From the point of view of the decision-maker, she will know
where to go first – the red. From the point of view of overall risk management, however, this may serve to minimize
the low risk areas and also the high risk/low probability areas which we will discuss in Section 6, Managing the
Risks.
Finalizing the risk priorities for the organization is the work of senior management, using its existing governance tools
such as executive meetings and business plans. The use of charts such as the two examples above demonstrate that
relatively few organizations face only one risk. Further, while priorities can be set, in risk, they will not be in a linear
progression, but always a relative array. This is what makes the charts so useful. In addition, graphics of this kind serve
as a very effective communications tool in an of themselves. However, they are high level and in summary form. For
many organizations, you can stop the IRM process work and get on with mitigation activities, often as part of your
normal planning and operational cycles. However, for larger organizations and those with multiple stakeholders
where communications and preparation of senior managers or political leaders is a necessity, some additional reports
might be useful.
Risk Registers and Summary Reports
A Risk Register is a document or database that lays out the results of the risk identification, evaluation and
priorization process. It then adds additional information related to actions being taken and persons or groups

responsible for that action. You can only really produce a Risk Register as an evergreen document after you have put
in place the various mitigation processes.
The Risk Register serves several purposes:
§
It creates a database that can be accessed by those who need to know how the organization is managing its
risks on an ongoing basis.
§
It provides a project control type of updating tool so that internal groups responsible for risk management
can monitor progress on risk mitigation as it is spread across the organization.
§
It provides senior management with a periodic update on risk mitigation, flagging areas of progress and
those needing further attention or accountability.
In some instances, Risk Registers are publicly available documents and used as a means of holding public organizations
to account. They also serve to signal the population in general how the organization views its risk profile and what it
is doing about it. Such a phenomenon is almost exclusively in the public sector. However, risk registers are used
extensively in the private sector for the last two reasons stated above. Ideally, these are reviewed and reported on an
exception basis to senior management and discussed at meetings where performance is reviewed. Risk Registers
require maintenance and updating. They must be updated when there is a change or status or the action outlined is
complete. They also need to be updated as the organization’s risk profile changes over time. Rules need to be set in
place to ensure that the document is sustained. Otherwise, the information contained in it will create further risks to
the organization as a Risk Register clearly addresses those core questions of accountability: What did you? When did
you know it? What did you about it?
The following is an example of a Risk Register, based on that of a United Kingdom Police Service. These Registers are
required by law in that country for all police services. It has been modified to avoid specific references..

Sample Risk Register
Risk
#

Risk
Name

Risk Area

Mitigation
Strategy

Related
Challenges and
Comments
Key Controls

Responsibility/
Risk Owner

Risk
Severity

Review

001

Lack of
resources

Organizational

Ensure existing
resources are
allocated
efficiently and
fiscally
responsibly;
Build business
case for more
staffing and
infrastructure
support

Community Policy
Survey was only
conducted with
adults and was not
community based;
CPSB: Need to do
more preventative
work; CAO
concerned about
cross-jurisdictional
policing costs; No
resources to
address computer
crimes; Sr. Staff
unsure of how to
handle the potential
for terrorist activity

CAO

High

Weekly at
Senior
Management
Committee

002

Not deploying
resources
effectively

Organizational

Review of
financial and
operational
controls

CAO/CFO
Division Heads

Medium

Monthly
Review at
SMC

003

Current
infrastructure
for response
becoming
inadequate

Strategic

Hire a consultant
to do some
medium and long
term planning for
the service

Require an updated
Capital Plan.

CAO

High

Three
months

004

Inadequate
strategies for
retention and
recruitment

Strategic

Develop a
recruitment and
retention
strategy
Develop a
orientation
process for new
but experienced
officers
Implement a
communication
process with
senior staff

Recruitment should
focus on minorities

Chief, HR

High

Two
Months with
bi-weekly
reporting to
SMC

Date Prepared: xxxxxxxxxxxxxx
Nest Update: xxxxxxxxxxxxxxxx
Risk Profile Updated: xxxxxxxxx
Preapred by:
Contact

What to Note about this Form
While does no very generally, this Register does assign responsibility and attempt to set out some dates for action
back to senior management. That is vital. The degree of detail (names, etc) will depend entirely on how public this
document is. Note the numbering system – a simply way of connecting the control function with the data base. The
use of the column entitled Risk Area is optional. It appears to exist here in order to distinguish between matter that
can be fixed within the current framework and ones that require a shift.
Risk Registers are very useful for managing project risks. However, they should not be relegated to that role only.
They also serve an important strategic purposes. In complex organizations, however, sub-registries may be necessary
with the organizational-level Registry only dealing with those items that are of concern to senior management.
There are many ways of organizing a register. However, there is also amply software for sale that will do this for you.
Risk Reports
Forms abound for providing senior managers, governing bodies, stakeholders and the public with information on
organizational risks. However, before you consider creating such forms, make sure that whatever you use will state
the ‘getting out in the public in an unanticipated way’ or ‘getting into the hands of our competition or their lawyers’.
Life is full of surprises and it is always a revelation, not always a comfortable one, to many managers when information
somehow walks out the door. Seasoned managers will expect this and try to resist wasting their time on a witch hunt
for the transgressor. Therefore, anticipate an unanticipated public look at the information and be prepared. Therefore
the report should have the following elements:
§
A description of the risk
§
The relative priority and severity measurement
§
Existing control and mitigation process
§
What you are going to do to further address the risk
§
What is the important public message concerning this risk.

Risk Report and Update
Note: This report is updated on an as needed
basis using information from the Risk
Management System.

Risk Category and Priorization

Corporate Lead:

Risk Description

Information Contact Point:

Actions in Place to Manage the Risk

Actions Underway to Reduce Risk

Key Information Points

Next Update

What to Note from This Form
Many organizations add some version of a colour code to these forms. This certainly helps sort the risks and bring to
most urgent to the attention of the decision-maker or intended audience. Once again, this can also create a sense of
urgency but also of panic if not handled well. It will depend on the operating environment and the possibility that such
coding will be misunderstood.
A Closing Comment About Forms

An effort has been made here to offer some possible forms and discuss their use without prescribing the exact format
that will work in all circumstances. You may well choose to buy an IRM software package that generates what you
want. You may adapt forms and processes from similar organizations. The key is all of this is to make the forms as
seamless as possible, minimizing the creation of yet more paper processes. It is inevitable that there will be an
increase in information gathering, reporting and management time if you undertake IRM. You cannot promise that this
will be work free. The benefits, by now, are clear. However, at all costs, avoid systems that over-burden an
organization that probably already has plenty to do.

